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Pre-Migration Steps
To be completed BEFORE you log off the evening of migration

e Ensure your device has been upgraded to Windows 11 and all deployed updates and software
installations have been successfully installed.
To check all Windows Updates are downloaded and installed, go to Windows Updates in
Settings and click Check for Updates and wait until it says You’re up to date

Windows Update

m You're up to date
u Last checked: Today, 14:20 Check for updates

e Checkthatyou have a Windows Hello for Business (WHfB) PIN configured and you know what it
is. If you’ve forgotten your PIN and need to reset it, go to Settings and you can find the link to
reset it here:

Accounts > Sign-in options

@ Some of these settings are managed by your organization.
Ways to sign in

Facial recognition (Windows Hello)

Sign in with your camera (Recommended)

?’(T@ Fingerprint recognition [W.indows Hello) o
This option is currently unavailable
PIN (Windows Hello) A
Sign in with a PIN (Recommended
Change your PIN Change PIN

Remaove this sign-in option

Related links  |i forgot my PIN

e On the day of migration at the cutoff time allocated, shut down your device.

Please ensure your device is fully shutdown and not in sleep/hibernation mode at the time
allocated in your notification email on the day of migration; failing to do this could result in
delays in authentication the following day.

You should not use your corporate applications on your mobile devices after the time
allocated in your notification email but you can continue to use the browser and non-
corporate applications on them.




If you are an AVD user, you do not need to shut down your AVD on the day of migration,
only signing out is required before you are migrated.

& Change account settings

ﬁ Lock

= John Doe

Azure Virtual Desktop (AVD) users only - important pre-migration steps to prevent
data loss!

“ AVD users must ensure all documents and files are stored in your OneDrive BEFORE
migration.

Please see below for more information.

e |fyou are a user of virtual desktops that revert to their original state when the virtual machine
goes through a shutdown/restart/OS reset process (non-persistent), your documents and
files will be lost unless they are stored in your OneDrive!

If you are unsure whether your virtual desktop is hon-persistent or not, it is still
recommended that you store all your work on your OneDrive.

Storing files on your virtual desktop’s local drive means they are not backed up or
accessible via the OneDrive website and is also a security risk.

e Ifyou save your work to your virtual desktop’s local drive, you will need to copy these
documents and files to your OneDrive, guidance can be found in this article: Moving files to
OneDrive. This is necessary so you can continue accessing your documents once you’re
migrated to Global AD.


https://nationalgridplc.sharepoint.com/SitePages/Copying-your-files-to-OneDrive.aspx
https://nationalgridplc.sharepoint.com/SitePages/Copying-your-files-to-OneDrive.aspx

Post-Migration Steps
To be completed the first morning AFTER migration

1. Your First logon

1.1. Log on to your device with your email address and your existing password.

For example: joe.bloggs@nationalgrid.com

“ You MUST use your email address.

DO NOT use your old logon details of @uk.nationalgrid.com or @us.nationalgrid.com or your
old Shortname such as Joe.Bloggs.

2. Zscaler check

2.1. Open the Zscaler Client

16:30

ve los 28/02/2024 =

2.2. Check that the Zscaler Private Access and Internet Security components are both
authenticated with your email address. If they do not show your email address, or show an
error, click the More button, then click Update Policy, as per the following images.

“ You may receive various error messages from Zscaler including “Blocked by policy”; these
messages will stop once Zscaler has authenticated.

AVDs do not have Zscaler installed so these steps can be ignored on AVDs.

3. Windows Hello for Business (WHfB) update
Follow the steps below to link your existing WHfB PIN stored on the device to your new logon
details.

3.1. Ensure you are logged into Windows with your email address and password.

3.2. While logged in, lock your device (CTRL+ALT+DEL > Lock), then unlock, but choose to use
the PIN method and enter your PIN.

“ It is critical you perform the above steps while logged onto Windows with your email and
password and use the PIN to unlock, for this to work correctly.

You may need to block your camera if you usually log on with facial biometrics to facilitate a
PIN unlock.



mailto:joe.bloggs@nationalgrid.com

AVDs do not have Windows Hello for Business PINs so these steps can be ignored on AVDs.

4. Password change

After being migrated to Global Active Directory you will need to change your password. This is due to
there being a new password criterion, and to make sure passwords are up to the latest encryption
standards.

“ You should change your password even if you currently have a strong password.

Your computer will not prompt you to change your password so you must do it manually.

To change your password, follow these steps:

4.1. Change your password using the standard Windows method: CTRL+ALT+DEL > Change a
password

If you are an AVD user you can use this link to change your password: aka.ms/mysecurityinfo

% My Account N

-+ Add sign-in method
Overview
Q) Phone Change
Security info

Last updated:

Devices E] Password
a year ago

Change Password

4.2. Aweb browser will open which may prompt for authentication, you will then be presented
with the following screen to change your password:

Change your password X

User ID
John.Smith@nationzlgrid.com

Current password

Forgot your password

New password

Confirm new password

4.3. After entering your old and new password you should click submit, you should receive a
confirmation window that your password change was successful.

4.4. You should wait a few minutes and then log off and back onto your device with your new
password.

“ You must change your password even if you currently have a strong password. This is to
ensure the latest security standards are applied to your password.



http://www.aka.ms/mysecurityinfo

Once Logged On

Microsoft OneDrive

4.5. Check your OneDrive is connected, and you can see all your files.

3 @ Onelrve  * Jobn Doe- Nationat Grid

=g

Other users with links to files you have previously shared with them may need you to send
them new links due to your logon change, which results in your previous shared link URLs
becoming invalid.

Microsoft Outlook

Check that Microsoft Outlook opens and correctly displays your mailbox.

Microsoft Teams

e (Check that Microsoft Teams opens correctly and that you can see all your previous
conversations.

Microsoft OneNote

After being migrated to Global AD you should check that your OneNote Notebooks are
all syncing correctly.

Mobile Devices

If you use a mobile device then you will be logged out of your National Grid 0365
applications and be prompted to re-authenticate, this includes Office, Zscaler and other
corporate apps.

You should use your email address when re-authenticating to your mobile apps.

Signing in will result in having to use MFA to reauthenticate to the applications.

Due to the security of the National Grid environment, you will likely receive MFA prompts
post migration; once these have been completed your new Global AD account will result in
fewer prompts overall if you sign-in using a Windows Hello for Business key (e.g. PIN, face,
fingerprint).

You may find your old username cached on webpages, in these situations you should either
sign out and back in or select sign in with a different account.




Troubleshooting

Unable to logon with your new email

Cause

The probable cause is that your device has not been able to connect to Microsoft Azure over the
Internet to authenticate and learn your new logon details. This may be due to an intermittent
network/Internet connection issue on your device or local network.

Resolution
Contact the helpdesk and restart your device. Recheck your Zscaler connection details.

Unable to sign into Microsoft Edge
Resolution:

1. On the pop-up sign-in screen, instead of selecting your account, select Add Account and click
Continue.

Microsoft Edge

(2 Your admin needs you to sign in. To use Profile 1, please sign in or switch to a different account.

Let's get you signed in

Your profile + Add profile

Use one of these accounts

I tionalgrid com

Work or school account

. Prof___Use a different account m
- O Add Account

O Email including

smail, phone[sy Skype

More profiles

. Prof Switch

. Profile 3 Switch

2. Enteryour email address on the sign-in page and password when prompted.

Sign in 3¢

B® Microsoft
Sign in

‘Ema\\, phone, or Skype

No account? Create one!




3. This should allow successful sign-in and the Edge browser will open.

4. To clear up any unused profiles, left click your profile picture in the top right corner of the Edge
browser window and click the Settings icon (small cog).

B A %) & | R v @ S

Managed account ()

%

Work

@nationalgrid.com

& Mot syncing

(-E-) Set up new personal profile

.%_} Other profiles b

5. Additional profiles will be shown at the bottom of the settings page that appears. Click the trash
canicon to delete any profiles that are not needed.

Top settings

. TW Clear browsing data (& Manage cookies & Customise theme + Download location
Settings
Q@ Search settings Profiles + Add profile
l & Profiles alc
&2 Passwords and autofill
() Privacy, search, and services
() Appearance S Manage account [
3 Default browser
E Start, home, and new tab page Profile settings
These browser settings apply to your profile in Edge
Al Languages
« Downloads GJ Syne >
W Accessibility ¥ Microsoft Rewards >
O System and performance
) Reset settings E3  Import browser data >
{3 Extensions & G4 Profile preferences 5
s -
) t r
@ About Microsoft Edge 88 Share browsing data with other Windows features >
[0 Workspaces >




PowerFactory AVD

“ Make sure you have changed your password after migrating to Global AD.

Failure to do so could result in the error message below and being unable to access your
PowerFactory AVD.

RemoteApp Disconnected

° As a security precaution, the user account has been locked because there were too many
logon attempts or password change attempts. Wait a while before trying again, or contact
your system administrator or technical support.

~ Hide details OK

For more tips on how to resolve the issue, refer to the Troubleshooting Guide

Error code: 0xd07

Extended error code: 0x0

Timestamp (UTC): 2025-10-22T11:57:49.858Z
Activity ID: 450a6¢98-bb3b-4a89-91a6-253f6bbe0000

Press Ctrl+C to copy.

After migration, if you have not refreshed your AVD Remote Desktop then while logging in with your
email address (@nationalgrid.com) it can result in the following error:

RemoteApp Disconnected

° There was a problem connecting to the remote resource. Ask your network administrator for
help.

~ Hide details OK

For more tips on how to resolve the issue, refer to the Troubleshooting Guide

Error code: 0x3000008

Extended error code: 0x0

Timestamp (UTC): 2025-09-16T11:48:36.945Z2
Activity ID: 2b2f30a4-87ef-4687-9418-0cc084fd0000

Press Ctrl+C to copy.




Resolution:

1. Open the Remote Desktop application.

2. Click the three dots highlighted and select Unsubscribe

PowerFac...

~ ET-PROD-Powerfactory

ET

PowerFac...

3. You will get the pop-up window shown below, click Continue to unsubscribe.

LY

L. Are you sure you want to unsubscribe?

You are about to unsubscribe from the following Workspaces:
» ET-PROD-Powerfactory (PramodKumar.ST@uk.nationalgrid.com)

Any open apps or desktops will be disconnected.

Continue Cancel

4. Now click Subscribe and reconnect using your email address (@nationalgrid.com) with your
updated password, followed by your PowerFactory credentials.



OpenText US

Resolution:

1. Go to the OpenText Content Server login page
2. Click the “More” drop down menu next to “Sign in with”
3. Select “DMSSAMLGLOBAL” from the list

4. Sign in with your new Global AD credentials

opentext"

Sign in to continue to Content Server

User name

Password

m FORGOT PASSWORD

Sign in with ' More ¥ }
by

DMSSAML
[DMSSAMLGLOBAL |




